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Agenda 
• Meeting objectives 
• Presenter background 
• Enterprise architecture intro 
• Enterprise security architecture 
• ITLC, ITAC and the OP EA team 
• ITAC EaBok artifact structure and function 
• Security artifact overview 
• EA staff and resources for security 
• Concluding remarks 
• Q & A 
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Objectives for today’s presentation 

• Introduce Enterprise Architecture (EA) 
• Relate “Enterprise Architecture” to “Security 

Architecture” 
• Introduce enterprise security frameworks 
• Describe UC’s Enterprise Architecture Book of 

Knowledge (EABok) and its usage 
• Motivate the use of UC EA security resources 
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Who are we? 

• ITAC (the team formerly known as ITAG) 
– Information Technology Architecture Committee 
– A standing committee of ITLC 
– Campus representatives, appointed by local CIOs, 

responsible for creation and adoption of EA artifacts 
• Enterprise Architecture group at OP 

– Formally part of OP ITS Strategic Planning organization 
– Architectural domains supported include business 

architecture, application architecture, data architecture, 
technology architecture, and security architecture 

– Supports ITAC, participates in Systemwide initiatives 
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Who am I? 

• Enterprise Security Architect at OP for 2 years 
• Involved with product security and services at 

Polycom 
• Responsible for networking and security at 

San Francisco International Airport (SFO) 
• Provided classified services at Lawrence 

Livermore National Laboratory (LLNL) 
• Provided 1st managed security services and 

secure hosting at Pilot Network Services 
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What is “Enterprise Architecture”? 

“An EA is a conceptual blueprint that defines the 
structure and operation of an organisation. Just as 
architecture provides a blueprint for constructing a 
building, Enterprise Architecture provides a 
blueprint and roadmap for aligning business 
strategy with IT. The aim of an Enterprise 
Architecture is to support the determination of how 
an organisation can most effectively achieve its 
current and future objectives. The Enterprise 
Architecture provides a guide to direct the 
evolution and transformation of enterprises with 
technology.” 
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Frameworks for enterprise 
architecture 

• What is a framework? 
“A structure for organizing information that 
defines the scope of the architecture (what the 
EA program will document) and how the areas 
of the architecture relate to each other.” 
• TOGAF – The Open Group 
• Zachman Framework – John Zachman 
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TOGAF 
• What is TOGAF? 
“The Open Group Architecture Framework (TOGAF) is a 
framework for enterprise architecture that provides an 
approach for designing, planning, implementing, and 
governing an enterprise information technology 
architecture. TOGAF is a high level approach to design. It 
is typically modeled at four levels: Business, Application, 
Data, and Technology. It relies heavily on modularization, 
standardization, and already existing, proven 
technologies and products.” 
• Principally process oriented 
• Model-driven 
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TOGAF architectural domains 
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The Zachman Framework 

• What is the Zachman Framework? 
“The Zachman Framework is an enterprise ontology 
and is a fundamental structure for Enterprise 
Architecture which provides a formal and 
structured way of viewing and defining an 
enterprise.”  
• It’s not a framework, the title notwithstanding 
• Zachman uses a 6 x 6 matrix to classify 

architectural artifacts, audiences, and models 
• Zachman and TOGAF are complementary, not 

competitive 
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The Zachman matrix 
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So where is the security architecture? 
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SABSA builds on Zachman and TOGAF 
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Collapsing SABSA into a single stack 
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Other security frameworks lack an EA 
perspective but bring subject matter 
depth and rigor to the organization 

• NIST/CSA Reference Architecture (for clouds) 
• HITRUST CSF (for healthcare) 
• NIST Cybersecurity Framework (NIST CSF) 
• Note that many other standards and 

guidelines are not frameworks 
– ISO 27001/2 
– PCI DSS 
– SSAE 16 SOC2 
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NIST/CSA Reference Architecture 
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HITRUST CSF 
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The NIST Cybersecurity Framework (NIST 
CSF) has gained widespread acceptance, 

although it is not yet widely implemented 
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UC has adopted the NIST CSF 

• The CRGC approved the NIST CSF as a formal 
guidance document for all locations 

• Because of its breadth, implementation of the 
NIST CSF will be distributed across many 
organizations and disciplines 

• The UC EA team is planning to develop 
supporting artifacts, such as a crosswalk 
between UC EABoK artifacts and the NIST CSF 
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Key components of the NIST CSF 

• The Framework Core is a set of cybersecurity 
activities, desired outcomes, and applicable 
references 

• Framework Implementation Tiers provide 
context on how an organization views 
cybersecurity risk and the processes in place 
to manage that risk. 

• A Framework Profile represents the outcomes 
based on business needs. 
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NIST Cybersecurity Framework (CSF) 
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The EA team and IT Architecture Committee 
(ITAC) developed a framework to manage the 
end-to-end lifecycle of architecture artifacts  

• An Enterprise Architecture Assets Framework 
(EAAF) was created for lifecycle management 
of assets that may advance consistency, reuse 
or interoperability 

• The EAAF is loosely modeled after TOGAF 
• The collection of Enterprise Architecture 

Assets established an EA Body of Knowledge 
(EABoK) 
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Types of Enterprise Architecture Assets 
(EAAs) developed or planned 

23 



What is a principle? 

“A generalized type of business driver, a principle is 
any statement that is thought, by senior leadership, 
to be useful guidance for the organization to 
consider when making business decisions.” 
• Principles are value statements, not directives 
• Principles are long-term, enduring and seldom 

amended 
• Principles are enforced with policies, standards, 

and procedures 
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Architectural principles anchor the EAAF – 
All EAAs should trace back to a principle 
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Architectural principles mind map 



What is a standard? 

“A mandatory requirement” 
“Set by policies that help produce the procedures 
that will be followed to carry out the objectives of 
the policies. Standards attempt to tie the 
procedures with their policies.” 
“A collection of specific and detailed requirements 
that must be met. 
Specifies the minimum set of administrative, 
technical, or procedural controls required to meet 
the related policy.” 
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The next level of EAAs are Standards 
and Guidelines 
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Security standards mind map 



What is a guideline? 

“Recommended practice that allows some 
discretion or leeway in its interpretation, 
implementation, or use.” 
“A document describing best practice, which 
recommends what should be done. Compliance 
with a guideline is not normally enforced.” 
“A description of a particular way of 
accomplishing something that is less prescriptive 
than a procedure” 
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The next level of EAAs are Standards 
and Guidelines (continued) 
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Security guidelines mind map 



What is a reference architecture? 

“[A] Reference Architecture is an authoritative 
source of information about a specific subject area 
that guides and constrains the instantiations of 
multiple architectures and solutions.” 
“A reference architecture models the abstract 
architectural elements in the domain of interest 
independent of the technologies, protocols, and 
products that are used to implement a specific 
solution for the domain.” 
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Yet another EAA type is the Reference 
Architecture 
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Reference architecture mind map 



EABoK Screen Shots – home page 
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EABoK Screen Shots – EAA list 
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EABoK Screen Shots – EAA types 

34 



EABoK Screen Shots – EAA detail 

35 



EABoK Screen Shots – EAA status 
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EABoK Screen Shots – EA Glossary (EAA-036) 
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About the EABoK Enterprise 
Architecture Glossary 

• Over 5,000 entries; 1,100 pages 
• Subject matter includes: 
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• Enterprise architecture 
• Business architecture 
• Technology architecture 
• Data architecture 
• Change management and 

organizational development 
• Risk, privacy, and compliance 
• Security and identity management 

architecture 
• Physical security, operations 

security, security awareness 
  

• Project management 
• Application architecture 
• Infrastructure architecture 
• Service oriented 

architecture (SOA) 
• Solutions architecture 
• Requirements engineering 
• Service management 
• Record management 
• Procurement 
• Knowledge management 
  



The EABoK Enterprise Architecture 
Glossary benefits include: 

• Entries have complete citations 
• Each entry is tagged with a “quality” indicator 
• Extensive cross-references 
• Entries are linkable from any MS Office 

document or from web pages 
• UC-specific entries are marked 
• The Glossary is available in multiple formats, 

including Word and PDF 

39 



EA Security principles 

EAA # Principle 
EAA-031 Data is Secure 

EAA-041 Compliance with Law 

EAA-042 Business Continuity 

EAA-043 Management of enterprise systems 

EAA-045 Security compliance with industry standards and best practices 
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EA Security standards 
EAA # Standard 
EAA-006 Federated authentication protocols (Cross-campus Applications) 
EAA-007 User Identification Attributes 
EAA-008 Web Service standard for Restricted Information 
EAA-009 Two-way SSL (Mutual Authentication) 
EAA-011 WS-Security 1.1 
EAA-013 SSH File Transfer Protocol Key (SFTP) 
EAA-018 "Last Mile" security for Web Services 
EAA-032 Account Owner Uniqueness 
EAA-033 Password Complexity and Online Guessing Resistance 
EAA-035 Password Storage 
EAA-039 PGP Encryption for files 
EAA-047 Don't use MD5 for cryptographic functions 
EAA-053 Data Protection for Test Data 
EAA-055 RC4 usage is disallowed 
EAA-056 REST and Secure REST 
EAA-060 SHA-1 usage is disallowed for Cryptographic Functions 
EAA-065 Event Logging and Management 
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EA Security guidelines and references 
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EAA # Guideline / Reference Artifact 
EAA-010 Provisioning or Generating X.509 Certificates 
EAA-012 Secure FTP set-up guidelines for UCPath 
EAA-034 Credential Renewal/Password Reset 
EAA-036 Enterprise Architecture Glossary 
EAA-037 Delegated Access 
EAA-050 Data Classification Questionnaire/Checklist 
EAA-061 Secure Data Transfer Mechanisms 



EA Security reference architectures 

EAA # Reference Architecture 

EAA-038 Password Complexity - Fixed Composition and Lockout 

EAA-048 Password Complexity - Variable Composition Fixed Lockout 
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Conclusion 

• Security is driven by business needs 
• Enterprise architecture provides the basis for 

security transformation 
• Frameworks establish the means to organize 

and prioritize the work of security 
• The UC EA team and ITAC have established a 

process and a body of work for security 
• We are here to help (and we’re not from the 

IRS!) 
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Q & A 
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For more information 
Presenter 
Bo Pitsker, Enterprise Security Architect 
Bo.pitsker@ucop.edu  
510-587-6490 
 
UC EABoK 
sp.ucop.edu/sites/its/apptech/enterprisearchitecture/EABoK/default.aspx  
If unable to access, contact Jerome McEvoy, jerome.mcevoy@ucop.edu  
 
Information Technology Architecture Committee (ITAC) 
spaces.ais.ucla.edu/display/ucitag/Home   
 

46 

mailto:Bo.pitsker@ucop.edu
https://sp.ucop.edu/sites/its/apptech/enterprisearchitecture/EABoK/default.aspx
mailto:jerome.mcevoy@ucop.edu
https://spaces.ais.ucla.edu/display/ucitag/Home
https://spaces.ais.ucla.edu/display/ucitag/Home
https://spaces.ais.ucla.edu/display/ucitag/Home

	UC EABok - Security Principles and Standards Review
	Agenda
	Objectives for today’s presentation
	Who are we?
	Who am I?
	What is “Enterprise Architecture”?
	Frameworks for enterprise architecture
	TOGAF
	TOGAF architectural domains
	The Zachman Framework
	The Zachman matrix
	So where is the security architecture?
	SABSA builds on Zachman and TOGAF
	Collapsing SABSA into a single stack
	Other security frameworks lack an EA perspective but bring subject matter depth and rigor to the organization
	NIST/CSA Reference Architecture
	HITRUST CSF
	The NIST Cybersecurity Framework (NIST CSF) has gained widespread acceptance, although it is not yet widely implemented�
	UC has adopted the NIST CSF
	Key components of the NIST CSF
	NIST Cybersecurity Framework (CSF)�
	The EA team and IT Architecture Committee (ITAC) developed a framework to manage the end-to-end lifecycle of architecture artifacts 
	Types of Enterprise Architecture Assets (EAAs) developed or planned
	What is a principle?
	Architectural principles anchor the EAAF – All EAAs should trace back to a principle
	What is a standard?
	The next level of EAAs are Standards and Guidelines
	What is a guideline?
	The next level of EAAs are Standards and Guidelines (continued)
	What is a reference architecture?
	Yet another EAA type is the Reference Architecture
	EABoK Screen Shots – home page
	EABoK Screen Shots – EAA list
	EABoK Screen Shots – EAA types
	EABoK Screen Shots – EAA detail
	EABoK Screen Shots – EAA status
	EABoK Screen Shots – EA Glossary (EAA-036)
	About the EABoK Enterprise Architecture Glossary
	The EABoK Enterprise Architecture Glossary benefits include:
	EA Security principles
	EA Security standards
	EA Security guidelines and references
	EA Security reference architectures
	Conclusion
	Q & A
	For more information

