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Why should we care?

* Hospitals are easy targets for attackers.

* Many hospitals are already in the headlines for its association with
ransomware: Hollywood Presbyterian, Kansas Heart, MedStar Health.

* Ransomware can bring down critical assets and systems.

 Ransomware is a business — Criminals collected over $209 million in the
first three months of 2016 - FBI

areITNews

Healthe:

e -
Kansas Heart Hospital hit with
ransomware, doesn't get its files

decrypted after paying up
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WI‘ is Ransomware?

ransom-ware
‘ransam we(a)r/
noun

* a type of malicious software designed to
block access to a computer system untila
sum of money is paid. .

- Google
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Non-Encrypting Ransomware / Trojans / Hoaxes

* Arrives through the user’s inbox, web browser, or other
telecommunications means.

* Threatens the user that adverse action would be taken against them or
their account(s).

* Does not encrypt files, but demands financial information or a ransom
to resolve adverse action.
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YOUR COMPUTER HAS BEEN
This operating system is locked due 1o the vielation of the federal laws of
the United States of Armerical (Article 1, Saction B, Clause 8; Article 202;
Article 210 of the Criminal Code of U.5.A, provides for & deprivation of
liberty for four to bwelve years.)

Follzenng wiolations were detected:

Your 1P address was used to visit websites containing pornography, chald
pornography, 2acphilla and child abuse. Yeur camputer also cantalns
video files with pormagraphic content, elemeants of vialenoe and child
pormography! Spam-messages with terrerist motives weare also sent fram

your computer,
This computer lack is aimed to stop yvour illegal activitg.

To unlock the computer you are obliged to pay a fine of 5200,
Yiou have T2 howrs to pay the fine, otherwise you will be arrested.

You must pay the fine through MoneyPak:

T pay the fine, you should enter the digits resulting code, which is
Iocatad on the back of your Moneypak, in the payment form and press
QK {If wou have seweral codes, enter them one after the other and press

QK
If an errar occurs, sand the codes to address Tine@ b pow.

Wit | can buy MomeyPaks

LOCKED!
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Deadly Consequences of Ransomware

Joseph Edwards, 17

e Suffered from Autism

* Received an email from Cheshire police
demanding a ransom of £100 or face prosecution

due to extreme pornography, breach of copyright,
and terrorism.

* Hanged himself in his own home after receiving
. .
false email
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Encrypting Ransomware (common ransomware)

' * First known ransomware named AIDS — 1989.

Ml * Encrypting ransomware returned back to prominence
: with the introduction of CryptoLocker in 2013.

Private key will be destroyed on
9/13/2013
0:27 AM

* Many infection vectors, including malvertising, drive-
by download , exploit-kits, email, server

vulnerabilities, etc.

Time left

71:19:53
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Malvertising Vector

* Most websites on the Internet use one or more
advertising networks to deliver advertising to its
visitors.

* Smaller advertising networks may not have proper
security in place to thwart targeted attacks.

e Infected ad networks distribute malicious content
on well known sites such as CBS or Blogger.
.




Drive-by Downloads

* Generally advises user that they need an update
to their system, or that their system is infected
and requires immediate attention.

Message Box Object Error

Tao download and install Active Object click Continue.

* Delivers many classes of malware, including
ransomware.

* Malvertising threat actors can redirect visitors to
malicious downloads on legitimate sites,
increasing the chances of successful execution.

Opening VideoAccessCode)







Email Vector

.-

ORISR < Uses deception in order to get the user to open
Paste 7 B I U -aex %A lb}.A. ES

Chpboard '+ Fot

an attachment or a link inside the email.

* Emails regarding tax forms, voicemails, and
pending packages are very common.

\i Security Warning  Macros have been disabled, Options,

Emails can be targeted to the organization (e.g.
healthcare forms, HR related activities, etc)

Some types of ransomware specializes in email
delivery (e.g. Locky) ¢

Enable macro if t

3XVEC, nlnNow,. . ~6yD-OXHEK Ty
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Your personal files are encrypted!

11:58:20

Your documents, photos, databases and other important files have been encrypted
with strongest encryption and unique key, generated for this computer. Private
decryption key is stored on a secret Internet server and nobody can decrypt your
files until you pay and obtain the private key. The server will eliminate the key after a
time period specified in this window.

Open http:/ /bs7aygotd2rnjl4o.onion. link
or http://bs7aygotd2mjl4o.torstorm.org
or http://bs7aygotd2rnjl4o.tor2web.org

in your browser. They are public gates to the secret server.

If you have problems with gates, use direct connection:

1) bownload TOR Browser from http:/ /torproject.org

2) In the Tor Browser open the http:/ /bs7aygotd2rnjl4o.onion

(Note that this server is available via Tor Browser only. Retry in 1 hour if site is not
reachable).

Write in

the following public key in the input form on server:

Copy Public Key to Clipboard a
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Web-Based Ransomware

* Targets the website itself rather than the client
machine / device.

* Generally targets out of date content
management systems such as Drupal or
Wordpress.

* Requires payment to unlock the content of the
Site.

* Less common than exploit-kit variants.

Website is locked!

Website is locked. Please transfer 1.4 BitCoin to address 3M

content.
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Web-Based Ransomware (EK Variant)

* No apparent signs of infection on the website. s [l

e Infection can be difficult to locate once infected. E

_ Internal Medicine
Residency Program

* Redirects visitors to exploit-kit landing pages in
the background.

* Frequently occurs on publicly facing CMS sites
that are not actively managed and updated.
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What should we da?







Backups, backups, backups!

* Should be part of the business continuity plan

(BCP).
» Do backups right! ATICEEERARMERYN AT
* Make sure all critical data is backed up and tested. All your important files are encrypted.
* Backup targets shall not be directly accessible to the = _
device (i.e. offline / air-gapped). I e
* Versioning is important to prevent encrypted files from 441)5Aﬂ41%D80FCC5664E861989DB?16EﬂSCEﬁ27D3D40C7EA360AE855C727A49EE

ait for other people make universal decrypt software

overwriting originals.

Ve are sorry!

e Backup encrypted files before restoration if
backups are not available. -
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Securing the human

e Users are generally the weakest link in the chain.

e User education can reduce the incidence of
malware in the enterprise
* Recognizing suspicious emails or links

* Be cautious of opening attachments or providing
information over email

* Promptly reporting incidents to the enterprise security
team

Do not click me....

Ho. What are you doing? I am full of malware.
Why are you still clicking me?

Sigh, natural seclection fails again...
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Securing the endpoint

* Limiting administrative access can improve odds of
recovery via Volume Shadow Service (VSS).

* Group Policies can limit ransomware execution by targeting
blocking executions in uncommon directories.

* Consider heuristics and specialized tools: Specialized anti-
exploit and ransomware applications available (e.g.
Malwarebytes Anti-Exploit / Anti-Ransomware)

* Endpoint agents such as Carbon Black or FireEye HX could
provide insights to scope of ransomware infection and
potentially block exploits on-the-fly.

%) Malwarebytes Anti-Exploit Free

Malwarebytes

ANTI-EXPLOIT

Blocked exploit attempts:

Yarsion:







Test, test, test...

* The best way to test your security defenses is by testing it
against actual threats.

* Replaying traffic against IP(D)S systems can gauge
effectiveness of protection.

* Proofpoint Emerging Threats filters can be used to complement
existing detection mechanisms.

* Malware blog sites can provide updates to the latest
malware trends and/or actual samples for testing
purposes.

* Malware Traffic Analysis
* Malware Don’t Need Coffee

|

MALWARE-TRAFFIC-ANALYSIS.NET

MY BLOG POSTS -[ 2013 ] - [ 2014] - [ 2015] - [ 2016 ]

« 2016-07-08 -
« 2016-07-07 -
« 2016-07-07 -
« 2016-07-06 -
« 2016-07-05 --
« 2016-07-01 --

2016-06-30 --
« 2016-06-29 --
« 2016-06-28 --
« 2016-06-27 -
+ 2016-06-26 --
+ 2016-06-25
« 2016-06-24 -
+ 2016-06-23 --
« 2016-06-21 -
« 2016-06-20 --
«+ 2016-06-17 -
« 2016-06-15 -

EK dump - Neutrino EK sends CryptXXX & Gootkit, Rig EK sends CrypotBit
Neutrino EK sends CryptXXX (ElTest and pseudo-Darkleech campaigns)
Pizzacrypts... Really?

Pcap and malware for an I1SC diary

Magnitude EK from 62.138.5.199 sends Cerber ransomware

Neutrino EK and "realstatistics" gate change

Neutrino EK data dump

EK data dump (more Neutrino EK, Rig EK)

EK data dump (Neutrino EK, Rig EK)

Monday malspam hunt - Locky

Rig EK from 46.30.42.236 sends Cerber ransomware
malspam - Subj: Boleto Condominio em Aberto
pseudo-Darkleech Neutrino EK sends CryptXXX ransomware
Neutrino EK from 108.163.224.94 sends CryptXXX

Data dump - Neutrino EK sends CryptXXX

EK data dump (Neutrino EK, Rig EK, Sundown EK)
pseudo-Darkleech Neutrino EK from 45.63.25.106

Sundown EK from 45.63.26.202 sends Flash and Silverlight exploits












