PCl Compliance in the Cloud:

A working example
John Knoll Scott Kirkland Adam Getchell
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 Hired for Centralized Gift Processing
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e UC PCl Audit Starts

e Priority Changes: Compliant Website that can take Credit
Cards
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Why a co

Replace an onsite Windows Server 2003
e Oracle Forms Driven
o Diffieult Impossible to bring into compliance

Switch credit card processors
e TouchNet to CyberSource

Modernize look and feel

e Professional mockups & design

Be ready before the on site audit (less one year)
e Agile or Bust!



’ Investigate P

——
—

TouchNet

PayPal

Stripe

CyberSource / Authorize.Net



UCDAVIS

COLLEGE of AGRICULTURAL
AND ENVIRONMENTAL SCIENCES

Please enter your credit card information

Total: $20.00

* Indicates required information

* Credit Card Type: Select a Credit Card Type v
* Account Number:

* Expiration Date: 07 v |[2016 r

* Security Code: (View example)

* Name on Card:

Billing Address of Credit Card
* Street Address 1

Street Address 2:
* City:
* State: California v
* ZIP Code:

* Country: United States v

* Email:

Day Phone:
Night Phone:
Mobile Phone:

e v

Privacy Policy | Return Policy

~
TouchNet
(%

+ Heartland




UC Davis Annual Fund

You're donating == to UC Davis Annual Fund .

v v @
Your gift About You Payment info
Finalize you ift
Enter your payment information i R R
VISA L Receneall piscavER Evory gift o the UC Davis Annual Fund makes a
@ -" differonca
Name: it [MF
Annual and Spectal Gifis Program
John Knoll
Annualfundoucdavis adu
Card Number: {530} 754-1100 {Phone)
A nmmmm
Expiration Date: Pt
- Inrovation
12734
= |eadership
CVC: ®  Eudents
= scholarship
123

Unrestricted

CURRENT

Here's what we have so far

1 Knoll s making a One Time 3100 dofation to UC Davis Annual Fund .




" Give to UC Day

e Demo



hat IS PI?

Set of standards designed to make payment card processing
security the responsibility of all parties involved.
e Merchant -> Processor -> Bank

-

Contractually Enforceable via Bank’s Merchant Account

* Fines, Fee, or Account Termination

Applies to anyone that accepts credit card payments, even if
you don’t store cc details.
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Build and Maintain a Secure 1. Install and maintain a firewall configuration to protect
Network and Systems cardholder data
2. Do not use vendor-supplied defaults for system passwords
and other security parameters

Protect stored cardholder data
4. Encrypt transmission of cardholder data across open,
public networks

5o

Protect Cardholder Data

Maintain a Vulnerability 5. Protect all systems against malware and regularly update
Management Program antivirus software or programs
6. Develop and maintain secure systems and applications

Implement Strong Access 7. Restrict access to cardholder data by business need to know
Control Measures |dentify and authenticate access to system components
9. Restrict physical access to cardholder data

=

Regularly Monitor and 10. Track and monitor all access to network resources and
Test Networks cardholder data
11. Regularly test security systems and processes

Maintain an Information 12. Maintain a policy that addresses information security for all
Security Policy personnel
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“"Meeting Compliance

e The Entire PCl Data Security Standard (DSS) applies to all
levels and all environment types.

e Merchant Level (based on business size) Determines how you
prove compliance:

e Annual Self Assessment Questionnaire ("SAQ")

* Annual Report on Compliances ("ROC") by Qualified Security Assessor
(IIQSAH)
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1 Any merchant — regardless of acceptance channel — processing over 6M
Visa transactions per year. Any merchant that Visa, at its sole discretion,
determines should meet the Level 1 merchant requirements to minimize risk
to the Visa system.

2 Any merchant — regardless of acceptance channel — processing 1M to 6M
Visa transactions per year.

3 Any merchant processing 20,000 to 1M Visa e-commerce transactions per
year.
4 Any merchant processing fewer than 20,000 Visa e-commerce transactions

per year, and all other merchants — regardless of acceptance channel —
processing up to 1M Visa transactions per year.



A-EP

B-IP

C-VT

D-MER
D-SP

P2PE

Description

Card-not-present merchants: All payment processing functions fully
outsourced, no electronic cardholder data storage

E-commerce merchants re-directing to a third-party website for payment
processing, no electronic cardholder data storage

Merchants with only imprint machines or only standalone dial-out payment
terminals: No e-commerce or electronic cardholder data storage

Merchants with standalone, IP-connected payment terminals:
No e-commerce or electronic cardholder data storage

Merchants with payment application systems connected to the Internet:
No e-commerce or electronic cardholder data storage

Merchants with web-based virtual payment terminals:
No e-commerce or electronic cardholder data storage

All other SAQ-eligible merchants
SAQ-eligible service providers

Hardware payment terminals in a validated PCl P2PE solution only:
No e-commerce or electronic cardholder data storage

14

139

41

83

139

73

326
347

35



SAQ
Type Description

A Card-not-present merchants: All payment processing functions fully 14
outsourced, no electronic cardholder data storage

A-EP E-commerce merchants re-directing to a third-party website for payment 139
processing, no electronic cardholder data storage

B Merchants with only imprint machines or only standalone dial-out payment 41
terminals: No e-commerce or electronic cardholder data storage

B-IP  Merchants with standalone, IP-connected payment terminals: 83
No e-commerce or electronic cardholder data storage

C Merchants with payment application systems connected to the Internet: 139
No e-commerce or electronic cardholder data storage

C-VT  Merchants with web-based virtual payment terminals: 73
No e-commerce or electronic cardholder data storage

D-MER All other SAQ-eligible merchants 326
D-SP  SAQ-eligible service providers 347
P2PE  Hardware payment terminals in a validated PCI P2PE solution only: 35

No e-commerce or electronic cardholder data storage
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e Build Server + Continuous Integration
e Web Servers

e Load Balancer / Traffic Management
e Database

e Storage

* Logging

e Email

e Search Provider

e Web Jobs



Choosing a p at‘ko

Build Server + Continuous Integration: AppVeyor
Web Servers: Azure Web Sites

Load Balancer / Traffic Management: Azure
Database: Azure SQL Database

Storage: Azure Storage

Logging: Stackify

Email: SparkPost

Search Provider: Elastic Search via Compose.io
Web Jobs: Azure Web Jobs




Why the Cloud?

* Better
I FAD)
* Faster %VES?F(:K—I
IS:J:uC>)
* Cheaper

e Stronger



Traffic Commits Code frequency Punch card Network Members

Jun 1, 2014 — Dec 24, 2014

Contributions to master, excluding merge commits

July Cctober 2015 April

Jpknoll #1
1,056 commits / 278,923 ++ / 267,026 —

December

Juns August October

: 1Sylvestre #3
479 commits / 80,965 ++ /9,916 —

June August Oectober December

Contributions: Commits v |

July Cctober 2018 Aprl July
cydoval #2
677 commits / 117,773 ++ /9B 177 —
June August Ociobar December
srkirkland #4
. 308 commits /243 229 ++ (17 376 —

June August October Decamber
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CGP-TESTING & & Prvate

Ready for test-STAGE

Pledge is requiring a coupon scan

©3 @1 -

Mot Receiving Expected Notification
Given Role in STAGE

et KB

Splitting a gift as a modification after
the gift has been processed and
batch processing is complete (Gift is
in ‘Financial Review’ status).

- (o]

Batch images in Advance do not
show donor update info

o7 @1 B e
-

Update fitle for 'Shrem Museum of
Art Unit GREAT User'

- ©

Special Instructions

25 ™

LGS Not Getting Notifications when
Gifts are Moved into Modification

Required
G

< D4

1 §

Missing GREAT ID/Receipt
Number/Other Identifying

Add a card..

Ready for Production

GREAT PROD Deployment 6/27
©3 Eon2

GREAT PROD Deployment 5/14
©2 010

GREAT PROD Deployment 6/2
[ 012

GREAT PRQD - Deployment 5/3
B 0B

GREAT PROD Deployment 4/12
& 18

GREAT PROD Deployment 3/29

= M08

HIGH: Production release 3/22/16
o2 E113

Total Amoirt Beceted

$ w0
il RC e

VIO [
Wit Form of payeenl was used?

[r— |_.

Send tender by

ot Sam |-

s rumibier (of snbei "CASHTT?

Check Number Field Can Be
Required
o4 @1

Add a card..

Production Items that Need
Testing

CARDS THAT NEED PRCD
TESTING WILL GO HERE.

& oe

Create Bulk Entry Button - no
indication of created entry when
clicked.

©1 KB

READY FOR PROD-Update
functionality to include GREAT-

Multiples AQ2 LB type.

& 10 &1

o1 @1

Multiple Roles Fail on Financial
Details Link for Completed Gifts

o7 @8

Add a card..

AlS-Internal Testing Items

NEW! Advance Stewardship Report
in STAGE

o1

GREAT- Proceeds Check (Check
only)

- OE
——

HIGH: Testing Manual Check
Processing-Using Coupon Qnly

@& 3
B
G

HIGH: Foundation Endowments &
Quasi

HIGH: Testing Rejected Check
Processing-Using Coupon Only

@ 921
B

MEDIUM: Saving an excel and pdf
export under a different name in
GREAT loses the file type.

N

Giving: Speed improvements on list
pages (Test as part testing process)

o1

Add a card..

AlS-Internal items-
Additional Action

NEW: Ability to cha
type while an entry

23

PASS-READY TOF
PHASE 2-GREAT C
when/how to proce

(=R}

——1
Double reconcile is
fix) (Jan 2& an acci
double reconcile ot
he will look into cod
prevent this in futur
need a procedure |

P STar e |
ncalmnc ¢

o5 @1

CHECKLIST

® [F05

—

HIGH: Add 'Manual
the 'All Gifis' and 'A
status filter options.

to the 'All Financial
option.

W

MEDIUM: More use
experience for the '
Reviewer roles.

@& O3
Add a card..



e TJest Instances
e Staging Slots

 Continuous Integration

e Automated build + test
(Appveyor, OctoDeploy)

e Deployment Notification

Faster - Deployme

o github BOT 344 PMm
[ucdavis/Give] Pull request closed: #499 New listing by jpknoll

AppVeyor Cl 50T 347 pM

Build ACE 1.0.252 failed

Commit dd030f5f30 by Scott Kirkland on 6/20/2016 10:42 PM: simple reset summaries
but just for given term

Build ACE 1.0.253 failed
Commit ca551f785f by Scott Kirkland on 6/20/2016 10:42 PM: simple reset summaries
but just for given term

Azure Websites 50T 350 P

Deployment: givetoucdavis completed: success

Commit BbeObeaceadf05c4d21756b6c21167fc9621d1df by John Knoll on 2016-06-20T22:46:38.59668382
Merge pull request #499 from ucdavis/master

New listing

e Slack/Chat, Email, Ticketing System
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Scale setting

Build Server + Cl: S40

Web Server: $40 x 2
Load Balancer / Traffic Management: Free
Database: S15 x 2
Storage: < S$1 1

* Scale by | CPU Percentage v

.
.
E I I I a I I . $ 1 5 Description  Automatically scale up or down based on CPU Percentage. Choose an average value

ou want to target.
1

Logging + APM: S40 (10GB / month) %ﬂ————____

2

Se a rc h P rOVi d e r: $ 5 O Target range IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIﬂllIIIIIIIIIIIIIIGIIIIIIIIIIIIIIIII
Web Jobs: Free

Notifications for Scale Actions

[ ] Email Administrator and CoAdministrators

Tota | : S 2 5 5 . 9 9 / m O n t h rii’:j:.:r:;:(rjsses separated by semicolons. |

Webhook @
| HTTP or HTTPS endpoint to route autoscale nofifications to. |

Learn more about configuring webhooks for autoscale notifications




Stronger - Reduce

 Shared Responsibility

Model

 Decreased complexity

e Less control over security

modes (This is a good
thing!)
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From Azure PCI DSS Responsibility Matrix 2016
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Physical Security
e NoO access;
Fully managed
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“Patch I\/Iage ner

e Infrastructure Patching & Configuration
e OS, Framework, WebServer
e Managed by Azure, secure by default

e Application Development
 Secure SDLC

e 3" Party Libraries

e Package management



Network & Firewa

e

e Partial Management

by AZU e a Firﬂallseﬂiﬂgs
e Single Endpoint o+

e DB Servers have
firewall rules too!

Allow access to Azure services m OFF

Client IP address :
RULE MAME START IP END IP
L]
® BUSlneSS CAESDO 1 1

Justifications
DEVAR I 1



Metric

Server Errors and Requests past week

Logging

Management by Azure -
e 0§, IIS, ASP.Net WYV WU YUY SR

RECQUE

180.88« 119

| HTTP SERVER ERRORS

Application Level Logging
e Stackify

stackify 3 -

o E poal | s
Reset | NIVETCREON WU TUENIMERN | Host/Server Name | Log Level | | Log Type

Last 4 hours v| H save by

1
.
13 o
I ’ t t | t | 08:00:00 08:30:00 09:00:00 09:30:00 0:00:00 10:30:00 11:00:00 11:30:00
c I l WE. C e I I I givetoucdavis Production [8008-5106¢3] THFORMATION Eaa ALV R
200 in 15ms
givetoucdavis Production [8808-510673] iof P Report 4 Trace
o givetoucdavis Production [8008-5106¢3] io THFORMATION s ALV ity/cspreport” responded 2 |4 Trace
e Demo
2 givetoucdavis Production [0800-5106F3] i €SP Report

givetoucdavis Production [B@@8-5106F3] c EREEEESEED HTTP "POST™ ity/cspreport” responded 20@ in
givetoucdavis Production [8@@0-5106f3] P Report

givetoucdavis Production [0808-51063] io EEEEEESEED TP POST™ ity/cspreport” responded 200 in
givetoucdavis Production [88@0-510673] ctio €SP Report

givetoucdavis Production [0800-5106F3] i \EEEERETE) HTe y/cspreport” respended 200 in
givetoucdavis Production [8808-5106f3] g | 111FormaT Ion i o @ in

givetoucdavis Production [0@00-5106f3] i | 111FORMAT I0N g responded 268 in 9ms

givetoucdavis Production [0808-5106F3] cti | 111F0rmaT Ton fhome/about™ responded 209 in 14ms
givetoucdavis Production [88@0-510673] HTTP responded i

givetoucdavis Production [0800-5106F3] i HTTP responded

givetoucdavis Production [8808-5106f3] io HTTP responded

givetoucdavis Production [0800-5106F3] i HTTP responded

givetoucdavis Production [8808-5106F3] ) HTTP responded

Splal4 =4

saydleas



ALL ITEMS

WEBSITES

VIRTUAL MACHINES

MOBILE SERVICES

CLOUD SERVICES

S0L DATABASES

STORAGE

settings
SUBSCRIFTIONS

NAME

MANAGEMENT CERTIFICATES ADMINISTRATORS AFFINITY GROUPS USAGE REMOTEAPP

SUBSCRIPTION

SUBSCRIPTION 1D ROLE P

Two-step verification

UC Davis DEVAR

UC Davis DEVAR

C— wcoms e

UC Davis DEVAR

Your account is protected by two-step verification.

Turn off two-step verification

Service administrator

[ |  co-administratar

| | Co-administratar

Microsoft account

Help us protect your account

Because you've turned on two-step verification, we need to verify your identity. Enter the code
generated by your authenticator app.

‘ k:ode

[ Tsignin frequently on this device. Don't ask me for a code.

KN e

If you can't use an app right now, get a code a different way.
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Build and Maintain a Secure 1. Install and maintain a firewall configuration to protect
Network and Systems cardholder data
2. Do not use vendor-supplied defaults for system passwords
and other security parameters

Protect stored cardholder data
4. Encrypt transmission of cardholder data across open,
public networks

5o

Protect Cardholder Data

Maintain a Vulnerability 5. Protect all systems against malware and regularly update
Management Program antivirus software or programs
6. Develop and maintain secure systems and applications

Implement Strong Access 7. Restrict access to cardholder data by business need to know
Control Measures |dentify and authenticate access to system components
9. Restrict physical access to cardholder data

=

Regularly Monitor and 10. Track and monitor all access to network resources and
Test Networks cardholder data
11. Regularly test security systems and processes

Maintain an Information 12. Maintain a policy that addresses information security for all
Security Policy personnel



N T

Maintain a Vulnerability
Management Program
6. Develop and maintain secure systems and applications

Implement Strong Access
Control Measures 8. Identify and authenticate access to system components

Regularly Monitor and
Test Networks
11. Regularly test security systems and processes

Maintain an Information 12. Maintain a policy that addresses information security for all
Security Policy personnel



Difficulties —

How can we improve Azure Web Apps
(formerly Websites)?

— Web Apps (formerly Websites)

274

votes

Vote

Disable Insecure Ciphers In Azure Websites

Either through a configuration/scale option, or just blanket by default, I want to be
able to disable RC4 ciphers {and any other insecure cipher suites) in Azure Websites
so I can get an A rating (or better) from the Qualys S5L Labls 551 Server Test
(https:/fwww.ssllabs.com/ssltest/analyze.htmil].

At present, the only way to do this is not use Azure Websites and host your own VM
where you can configure the registry to disable such ciphers.

Martin Costello shared this idea - February 13, 2015 - Flag idea as inappropriate...

- Cory Fowler responded - October 01, 2015
Marking this item as completed, RC4 was disabled across the service by the end of August.

Show previous admin responses (3)

RC4 Support (2015)

votes

Either sun set TLS 1.0 or give users the means to disable it

We chose Azure App Services to host a new web application which was scheduled to go live by the end
of March. 2016. Incredibly, we are now finding that TLS 1.0 cannot be disabled on App Services. Because
of that, we cannot pass a PCI DSS 3.1 scan. We've looked through all of the posts and replies on MS
forums related to this, but there is no answer to the specific question we have, We understand that there
are alternative hosting solutions like ASE and Web Roles where MS has the means to disable TLS 1.0
Both of these represent additional time and effort to setup and deploy our QA and production sites. and
both represent additional compute costs for resources that we definitely don’t need (i.e.. we have no
worker processes and would prefer to not pay for worker instances). We also understand that PCLis
requiring new applications to be DSS 3.1 compliant even though they have extended the deadline for
existing applications to June, 2018,

So, the question is whether Microseft is planning to give users the ability to disable TLS 1.0 in ordinary
(i.e., non-ASE) App Services. Or, will you finally be sun setting TLS 1.0 in ordinary App Services? All of the
replies referred to above were extremely vague about what exactly is on the roadmap for App Services.
Could we please have a definitive answer whether we will have this ability to disable TLS 1.0 before the
June, 2018 deadline? If so. we may be able to prepare a mitigation and migration plan that would grant
us an exception to the DSS 3.1 compliance.

For what it's worth, we came to Microsoft because it appeared to be the clear PaaS leader. Please tell us
that MS thought this through and has a cost effective PaaS strategy that is consistent with the entire
industry regarding secure protocols. If not, then what differentiates Azure VMs from AWS VMs?

Anonymous shared this idea - March 23, 2016 - Fizaa idea as (nappropriate...

1 comment

Add a comment...

Your email address orsgninwitn [

Cory Fowler commented - March 23, 2016 16:16 - Flag as inaooropriste

Note that the PCI standards board updated their guidance for PCIv 3.1 and pushed out the date for removing
TLS 1.0 to June 2018.

TLS 1.0 Support (2018)



Difficulties -

Net

WO

Uncontrolled Ports & Services

e 454/455/1001: Internal Web Service Apps

Scan  Jools Profile Help

Target:

* | Profile:

Intense scan

|Scan| |cancell

Command: | nmap -T4 -A -'.rI

M[ Services l | Mmap Cutput

Ports / Hosts

Topology | Host Details | Scans |

0S 4 Host
W | !

L N N

1 Port = Protocol 4 State 1 Service

43 tep
454 tcp
455 tep
1001 tep

open  http

1 Version
Microsoft 05 httpd 8.0

Microsoft 05 httpd 8.0

open  contentserver

open

open  tcpwrapped




Difficulties -Pn

e Advanced Notice Required

e Disruptive to Cloud Platform

e Unknown protective measures, responses, reactions

e Black Box by default



Difficulties — Understanding the Cloud

e Auditor didn’t understand our infrastructure

IT’S AS IF YOU'RE A
TECHNOLOGIST AND
A PHILOSOPHER ALL
I/ IN ONE!

I HIRED A CONSULTANT
TO HELP US EVOLVE OUR
PRODUCTS TO CLOUD
COMPUTING.

BLAH BLAH CLOUD.
BLAH BLAH CLOUD.
BLAH BLAH CLOUD.
BLAH BLAH CLOUD.

©2011 Scott Adams, Inc./Dist. by UFS, Inc.

Dilbert.com DilbertCartoonist@gmail.com

Adams, Scott. "Dilbert”, January 07, 2011



"Results

e Passed our Audit!

e Started our SAQ-A-EP last week



" Results

e 746 unique funds

e 5000+ gifts, 173 recurring

e Recurring is a new feature

e S1,495,055.41 raised

 20% increase over previous year
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